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A GLOBAL CRISIS OF TRUST 

Research commissioned by Omidyar Network reveals the extent of  
the global “Data-Trust gap”, showing how pervasive the lack of trust  
is for individuals who have to share their personal data with either 
governments or companies. 

It echoes the Edelman Trust Barometer, which has stark findings showing that the  
general population’s trust in four key institutions — business, government, NGOs, and  
the media — has declined to its worst position since they started measuring in 2012.  
This massive “Trust Gap” is affecting everything from social cohesion to the way we 
construct our political identities, and interpret shared reality. This matters a great deal  
for any organization working to engage constituents, or serve consumers. 

At Omidyar Network, we are deeply concerned by this trend and committed to battling  
it, given that both individual empowerment and responsive institutions — two pillars  
of our impact framework — are greatly impeded in the absence of trust. As we outline  
in our recent report on the digital divide in India, we know our investments in services  
and applications will not improve people’s lives if there aren’t compelling value 
propositions riding on the rails of trust. 

Across our portfolio, there are several areas where constituents’ trust is a key indicator  
of progress towards the impact goals driving our work. For instance, companies we invest 

in are using aggregated personal data to 
offer what should be empowering and 
inclusive services such as digital financial 
products or identity technologies. At the 
same time, we also work to encourage 
open, transparent government that delivers 
responsive services, and independent 
media that holds the powerful to account, 
with the aim of increasing citizens’ trust in 
their societies. All this work involves 
engagement with, and the use of, personal 
data that citizens provide — directly or 
indirectly — to business and government. 

To explore the current state of trust  
with these perspectives in mind, we 
commissioned a survey that obtained  
over 60,000 responses from people in  
60 nations around the world. The survey 
asked respondents to rank which types of 
personal information they considered the 
most and least private — e.g. job and 
income histories versus web-browsing histories — results of which are shown at left. 
Overall, there was a fairly balanced view that all of the data types asked were more or less  
equally private. Then, each respondent was randomly shown one of three types of data 
— location, web/app activity, and content of online conversations — and asked to indicate 
whether (or not) they trusted business and/or government to handle that information.1 
Throughout the brief, we refer to responses that indicate trust with either government  
or private companies to handle personal data as “Data-Trust,” and share our findings  
first across the whole sample then cut by demographics and finally by region.
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WELCOME TO THE  
FIRST ISSUE OF  
CONSTITUENT VOICES

At Omidyar Network, we start from  
a fundamental belief: People are 
inherently good and capable, but they 
often lack opportunity. We believe 
if we invest in people, through 
opportunity, they will create positive 
returns for themselves, their families, 
and the world at large.

But too often the voices of those at the 
far end of our interventions — the people 
we hope to empower — are not heard  
by the actors driving capital, policy and 
resources for their benefit. Conversations 
center instead around entrepreneurs, 
capital markets, cost-benefit, or other 
top-down considerations. 

We believe it’s essential to listen directly 
to the perspectives of the people we are 
working to serve. This series will share 
insights from those who engage with  
our own portfolio companies as well as 
those in the world more broadly. The 
goal is to help ground the activities of 
investors, philanthropists, and social 
change actors in the views of the actual 
people whom we all aim to empower, 
and to generate dialogue that can 
uncover changing trends to drive more 
effective outcomes.

In this first issue, Constituent Voices: 
Trust and Privacy, we present the 
findings from our global survey of  
60,00 individuals’ perspectives on  
whom they trust — government or 
private companies — with their personal 
data. The survey captures data from  
60 countries, and reveals a surprising 
degree of mistrust around the world that 
companies and governments alike will 
need to address if the digital economy  
is to succeed in the long run.

Given there was fairly balanced perception of which types of data were most private, we present the survey results throughout this brief with respect to different types  
of data or sometimes averaged across the different data types surveyed, to give the reader different perspectives. In general, there was not significant variation by type  
of personal data asked.

1

	�ranked the following types  
of data as most private:

https://www.edelman.com/trust2017/
https://www.vox.com/2015/12/7/9790764/partisan-discrimination
http://www.telegraph.co.uk/news/2017/04/04/ebay-founder-pierre-omidyar-commits-100m-fight-fake-news-hate/
http://www.telegraph.co.uk/news/2017/04/04/ebay-founder-pierre-omidyar-commits-100m-fight-fake-news-hate/
http://www.omidyar.com/insights/currency-trust
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OUR SURVEY FOUND AN ASTOUNDING DATA-TRUST GAP ACROSS THE GLOBE

THE SCALE OF DISTRUST IS ENORMOUS 
The majority of respondents across 60 countries trust neither the government nor business with key pieces  
of data that, in many cases, are already being collected. Across the sample, nearly three in five respondents, 
for instance, did not trust either party with their location data — which underlies many essential services 
— and about two in three said the same for the content of their phone or online conversations. 

Percentage of respondents 
that trust each type  
of entity, by data type

FIGURE 1: 
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Source: RIWI Omnibus. Percentage shown is the response to the following question: Which of the following would you trust with 1) your location information —  
where you go everyday; 2) the content of your phone and online conversations; 3) what you read, watch and listen to on websites and apps.

Percentage of respondents 
that trust each entity with 
location data, by region

FIGURE 2: 
DATA-TRUST  
ACROSS REGIONS

DISTRUST IS EXTREMELY PERVASIVE 
While there were regional variations in the relative levels of distrust toward government versus  
business, distrust remains high ranging from 43 to 69 percentage points across regions for location  
data, as an example.
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Source: RIWI Omnibus. Percentage shown is the response to the following question:  
Which of the following would you trust with your location information — where you go everyday? Similar pattens appear across all questions.

TRUST APPEARS BINARY 
Across the sample, most respondents do not distinguish strongly between the private or the public sector 
when it comes to trust. In 58 of 60 countries surveyed, the most popular response with web/app activity  
data is trust in “neither,” and the next most popular response is “both.”

Percentage of respondents 
that trust each entity with web 
& app activity, by country

FIGURE 3: 

GRADATION OF 
DATA-TRUST BY 
COUNTRY
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Source: RIWI Omnibus. Percentage shown is the response to the following question:  
Which of the following would you trust with what you read, watch and listen to on websites and apps? Similar pattens appear across all questions.

3

2

NEITHER

GOVERNMENT

PRIVATE 
COMPANIES

BOTH



DATA-TRUST VARIES BY GENDER, EDUCATION OR NATIONAL INCOME

DATA-TRUST IS CONSISTENTLY LOWER AMONG WOMEN
Across the globe, the women in almost every country indicated lower levels of Data-Trust relative to their 
compatriot men, regardless of whether the absolute level of trust in the country was high or low. Figure 1 shows 
the differential in trust between men and women across countries in the sample. In Poland, for example, 35% of 
men exhibit data trust, while only 18% of women do — this gives the differential of 17 percentage points shown 
in the first data point below. Across the sample of sixty countries, the average differential is 7 percentage 
points, with almost two-thirds of countries revealing a “trust gap” of 5 percentage points or greater. Only in 
Bangladesh and Ethiopia did women indicate more trust than men with any notable margin of difference.

4

DATA-TRUST DROPS POST PRIMARY EDUCATION
Across the global sample, trust drops sharply by 18 percentage points between those with primary education  
and those with secondary education or higher. As Figure 2 shows, an average of 58% of respondents with  
a primary school education reported Data-Trust, while only 40% of individuals with advanced degrees indicated 
data trust.

INDIVIDUALS IN NATIONS WITH HIGHER INCOME EXHIBIT LESS DATA-TRUST
Finally, the data shows a trend that trust diminishes as national income increases. Readers should note this  
does not reflect the income level of individual respondents — rather the income level of the countries in which 
they reside.

Percentage of respondents 
that exhibit Data-Trust, by 
gender across the global 
sample

FIGURE 4: 

“TRUST GAP”  
BY GENDER
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Source: RIWI Omnibus. Percentage shown is percent of respondents that trust government and/or private companies in answer to the question:  
“Which of the following would you trust with [randomly selected personal data type]?”
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FIGURE 5: 

TRUST BY  
EDUCATION LEVEL

Source: RIWI Omnibus. Percentage shown is percent of respondents that trust government and/or private companies in answer to the question:  
“Which of the following would you trust with [content as per legend]?”
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FIGURE 6: 

TRUST BY  
INCOME LEVEL

Source: RIWI Omnibus. Percentage shown is percent of respondents that trust government and/or private companies in answer to the question:  
“Which of the following would you trust with [content as per legend]?”
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Based on Polity’s 2015 State Fragility Index (SFI), which scores countries based on their Security, Political, Economic and Social systems, to estimate a country’s “capacity to 
manage conflict; make and implement public policy; and deliver essential services, and its systemic resilience… responding effectively to challenges and crises, and sustaining 
progressive development”.
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REGIONAL DYNAMICS REVEAL SURPRISING FINDINGS

REGIONAL MAP RAISES QUESTIONS ON NEIGHBORS’ INFLUENCE
Mapped at the country level, the variation in Data-Trust is stark in unexpected ways. Firstly, the degree of 
variation is significant: only 21% of respondents in Slovakia exhibit Data-Trust, versus 70% in the Philippines. 
Secondly, there appear to be contrasting Data-Trust levels between regional powers and their neighbors. 
Russia, with strong central government and known data surveillance, has low Data-Trust at 35% (averaged 
across personal data types); but this is not as low as in surrounding countries. Ukraine, Slovakia, Serbia, 
Poland, Hungary and Czech Republic have on average 11% points lower Data-Trust. These are 6 of the 7 least 
trusting countries in our sample. In China, another country with a strong sphere of influence, residents report 
relatively higher Data-Trust at 46% than neighboring Hong Kong (37%), and Taiwan (33%). 

AS A NATION’S FRAGILITY INCREASES, SO DOES…TRUST? 
Our initial hypothesis in exploring this analysis was that the level of political fragility2 and extent of Data-Trust 
would move in opposite directions; surprisingly, they seem to move together. For personal web & app online 
activity, for example, the average level of Data-Trust in most fragile nations is 20 percentage points higher 
than it is in nations considered stable. 

7

8

Percentage of respondents 
that indicate Data-Trust by 
country

Percentage of country’s 
respondents that indicate 
Data-Trust with Web & App 
Activity by a country’s 
political fragility

FIGURE 7: 

GLOBAL VIEW OF 
DATA-TRUST

FIGURE 8: 

DATA-TRUST  
VS FRAGILITY

Source: RIWI Omnibus. Percentage shown is of respondents that trust government and/or private companies with [randomly selected personal data type],  
averaged across data types. 

Source: RIWI Omnibus. Percentage shown is a percent of respondents that trust government and/or private companies in answer to the question:  
“Which of the following would you trust with what you read, watch and listen to on websites and apps?” R² = 0.25108
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PERSONAL DATA IS INCREASINGLY THE MOST VALUABLE RESOURCE — 
WE MUST BETTER UNDERSTAND HOW PEOPLE FEEL ABOUT ITS USE

FORMERLY AUTHORITARIAN REGIMES INDICATE LOWEST DATA-TRUST3 

Finally, we compare the indications of Data-Trust from respondents living under autocratic, democratic  
and transitioning regimes. The average level of Data-Trust was highest in nations that had never been 
autocratic, but only 3% points higher than the average of countries in current authoritarian regimes. 
Countries with formerly authoritarian governments revealed the lowest Data-Trust, where respondents 
expressed, on average, 16% points lower Data-Trust than those in current autocracies.
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Source: RIWI Omnibus. Percentage shown is a percent of respondents that trust government and/or private companies in answer to the question:  
“Which of the following would you trust with your location information – where you go every day?”

Data-Trust with respect to 
location data, by regime 
type of country

FIGURE 9: 

DATA-TRUST BY 
REGIME TYPE

Such mistrust in how personal data is handled is worrying. Unlike five years ago, the 
world’s top five listed companies all monetize personal data, accruing concentrated  
power and profits dependent on a contract with consumers that has so far been 
asymmetric. This is even more the case in emerging economies, where regulations  
further lag the innovation in services that utilize personal data. Mobile money services 
such as M-PESA, pioneered in Kenya and now used in several developing nations, give  
a mobile phone operator and financial institutions an immediate and full view into  
an individual’s transactions. Similarly, companies such as our investees Cignifi and 
Lenddo assess creditworthiness using data analytics tools on calling records or online 
social networks, helping clients provide loans and bring underserved consumers into  
the formal financial system. As outlined in Big Data, Small Credit, the sustainability of  
these offers must be enhanced by building strong relationships of trust with consumers. 
Similarly, governments rely on a relationship of trust with their citizens for their authority 
(at least in democratic regimes). These survey findings reveal there is much work to  
be done to build and maintain that trust for both the private and public sectors.

 

For this analysis, current regime type in each of the 60 nations in the survey was defined according to Polity’s classification in its Dec 2015 SFI regime coding to arrive at 
democratic (what Polity deems institutionalized democracy or un-institutionalized/weak democracy), or authoritarian (Polity’s autocratic regime, or state failure – collapse of 
central authority). Historic regimes were classified using data from Economist Intelligence Unit’s Democracy Index, CIA World Factbook, and other sources, examining the past 
100 years (or, for former colonies, since independence). Note: Some categorizations may be subjective as some countries can be considered on the cusp of sliding in or out of 
authoritarian regimes.
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These survey 
findings reveal there 
is much work to be 
done to build and 
maintain Data-Trust 
for both the private  
and public sectors.

https://www.omidyar.com/insights/big-
-small-credit


Running a quick comparison between our findings here and those from other sources,  
we find some confirmation and some conflict. The Data-Trust differential among women 
in India revealed in our global survey — 15% points lower than men in India — resonates 
with findings we surfaced in “Currency of Trust”, an investigation into digital financial 
services in India. Many women interviewed for that research didn’t have smartphones  
to share personal data, and those that did were often “dark users” — not accessing the 
internet at all, perhaps due to this lack of Data-Trust. By contrast, our global survey on 
Data-Trust by education level moves in the opposite direction to Edelman Trust 
Barometer’s measure of trust in institutions. While both uncover a notable trust gap, 
Edelman finds what we might call a positive correlation: that those with less education 
exhibit less trust in institutions than those with (college or) higher education. We,  
however, found a negative correlation: those with less education exhibit more Data-Trust. 

It is clear there is more to uncover in further research about trust, and we hope this data 
brief inspires more constituent research to understand these trends more deeply. In 
particular, this survey cannot tell us why these trends have arisen, and the questions that 
surface for further research are grounded in the reasons for our findings above:

MORE THAN CONCLUSIONS, THIS SURVEY RAISES QUESTIONS

THANK YOU FOR READING — LOOK OUT FOR ISSUE 2 IN EARLY 2018

What has caused this Data-Trust gap and what can be done to rebuild trust with constituents? 

Why are women consistently less trusting than men of government and companies with their personal data? 

How does Data-Trust differ from trust in institutions, and what would explain the opposing findings 
across the education ladder? 

Why does higher education or living in a nation with higher income — things that one might interpret 
as corresponding to more opportunity — coincide with lower Data-Trust? And what does this mean 
about aspirations for societal and technological progress?

Why isn’t the level of trust lower for people in countries marked by political, economic and social 
instability, or for those living in authoritarian states? 

What is it about moving away from an autocracy to democracy that markedly decreases trust?  
What does it take for these societies to recover trust to the level of long-time democratic nations? 
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It is clear there is 
more to uncover  
in further research 
about trust.




